
How NETGEAR® ProSecure™
UTM Helps Small Businesses
Meet PCI Requirements



II nn tt rr oo dd uu cc tt ii oonn

The Payment Card Industry Data Security Standard (PCI DSS) was developed in 2004 by the PCI Security Standards Council to ensure that
companies entrusted with credit card data adopt consistent security measures to protect cardholder information when it is processed, stored, and
transmitted.  Known simply as "PCI", the purpose of the standard was to protect consumers through the prevention of credit card fraud, data theft,
and other security threats.

Compliance with PCI DSS is a business essential for any merchant or service provider that transmits, stores, or processes cardholder data related
to any of the major credit card companies − American Express, Discover Financial Services, JCB International, MasterCard Worldwide, and Visa
Inc.  Covered entities that are found to be non-PCI compliant face fines of $5,000 to $25,000 per month.  In the event a non-compliant company
suffers a data breach, the fines can be as high as $500,000.

In recent years, hackers and cyber criminals have successfully infiltrated merchants' systems, gaining access to the credit card numbers and other
sensitive financial information of millions of consumers. In January 2007, computer systems of the nationwide discount retailer chain T.J. Maxx
were hacked and information of at least 45.7 million credit and debit cards were stolen. The compromised data included credit card numbers,
transaction information, and customer data. In January 2009, payment processing firm Heartland Payment Systems publicly disclosed that it had
suffered a breach of its processing system in 2008. The scope of the damage from that breach could potentially surpass 100 million records.

PPCC II   CCoommpp ll ii aa nn cc ee   RR ee qq uu ii rr ee ss   RR oo bb uu ss tt   SS ee cc uu rr ii tt yy   MMee aa ss uu rr ee ss

Attacks from cyber criminals have become increasingly sophisticated, enabling them to easily bypass firewalls and other traditional methods of
network security.  As a result, defending the company’s network assets against these threats now requires a multi-layered security solution.  The
PCI Security Standards Council has outlined the following six security categories for merchant compliance: 

11.. BBuuiilldd  aanndd  MMaaiinnttaaiinn  aa  SSeeccuurree  NNeettwwoorrkk

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters 

22.. PPrrootteecctt  CCaarrddhhoollddeerr  DDaattaa

Requirement 3: Protect stored cardholder data

Requirement 4: Encrypt transmission of cardholder data across open, public networks 

33.. MMaaiinnttaaiinn  aa  VVuullnneerraabbiilliittyy  MMaannaaggeemmeenntt  PPrrooggrraamm

Requirement 5: Use and regularly update anti-virus software

Requirement 6: Develop and maintain secure systems and applications 

44.. IImmpplleemmeenntt  SSttrroonngg  AAcccceessss  CCoonnttrrooll  MMeeaassuurreess

Requirement 7: Restrict access to cardholder data by business need-to-know

Requirement 8: Assign a unique ID to each person with computer access

Requirement 9: Restrict physical access to cardholder data 

55.. RReegguullaarrllyy  MMoonniittoorr  aanndd  TTeesstt  NNeettwwoorrkkss

Requirement 10: Track and monitor all access to network resources and cardholder data

Requirement 11: Regularly test security systems and processes 

66.. MMaaiinnttaaiinn  aann  IInnffoorrmmaattiioonn  SSeeccuurriittyy  PPoolliiccyy

Requirement 12: Maintain a policy that addresses information security 

The PCI Security Standards Council continually monitors these defenses for compliance, to ensure the highest level of safety against attack.
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AA cc hh ii ee vv ii nn gg   aa nn dd   MMaa ii nn tt aa ii nn ii nn gg   PPCC II   CCoommpp ll ii aa nn cc ee

PCI compliance is about more than just avoiding fines from the Security Standards Council.  It shows consumers the company's commitment to the
safety of their sensitive data.  Adhering to strong security standards also helps protect the company's reputation and brand image.  Suffering a
database security breach can cause irreparable damage to customer trust.

With an enterprise-class 2-way firewall, industry-leading antivirus and anti-spam, and strong data encryption at the source, the NETGEAR®

ProSecure™ UTM supports the following requirements for PCI compliance:

PPCCII  DDSSSS  RReeqquuiirreemmeenntt DDeettaaiillss NNEETTGGEEAARR  SSoolluuttiioonn

BBuuiilldd  aanndd  MMaaiinnttaaiinn  aa  SSeeccuurree  NNeettwwoorrkk

RReeqquuiirreemmeenntt  11::  IInnssttaallll  aanndd  MMaaiinnttaaiinn  aa  FFiirreewwaallll  CCoonnffiigguurraattiioonn  ttoo  PPrrootteecctt  CCaarrddhhoollddeerr  DDaattaa

1.2 

Build a firewall configuration that restricts
connections between untrusted networks and
any system components in the cardholder
data environment

The NETGEAR ProSecure UTM features a
configurable DMZ where traffic to and from
the trusted network is restricted unless
otherwise specified in the firewall
configuration. 

1.2.1
Restrict inbound and outbound traffic to that
which is necessary for the cardholder data
environment.

The NETGEAR ProSecure UTM contains
firewall rules that restrict inbound and
outbound traffic between LAN, WAN, and
DMZ zones unless otherwise defined.

1.2.3

Install perimeter firewalls between any
wireless networks and the cardholder data
environment, and configure these firewalls to
deny or control (if such traffic is necessary for
business purposes) any traffic from the
wireless environment into the cardholder data
environment.

Connect a wireless access point into the DMZ
port on the NETGEAR ProSecure UTM,
effectively separating wireless traffic from the
trusted network (cardholder data
environment).

1.3 
Prohibit direct public access between the
Internet and any system component in the
cardholder data environment. 

The NETGEAR ProSecure UTM features a
proven firewall, VPN, IPS, and enterprise-class
content security filters to prevent unauthorized
access to system components inside the
company network.

1.3.1 

Implement a DMZ to limit inbound and
outbound traffic to only protocols that are
necessary for the cardholder data
environment.

The NETGEAR ProSecure UTM features a
configurable DMZ where traffic to and from
the trusted network is restricted unless
otherwise specified in the firewall
configuration.

1.3.2 
Limit inbound Internet traffic to IP addresses
within the DMZ.

The NETGEAR ProSecure UTM can be
configured to only allow inbound Internet
traffic within the DMZ.

1.3.3 
Do not allow any direct routes inbound or
outbound for traffic between the Internet and
the cardholder data environment.

The NETGEAR ProSecure UTM contains
firewall rules that restrict inbound and
outbound traffic between the LAN (cardholder
data environment) and WAN (Internet) zones.

1.3.4
Do not allow internal addresses to pass from
the Internet into the DMZ.

The NETGEAR ProSecure UTM does not allow
internal addresses to be visible from the
Internet.

1.3.5 

Restrict outbound traffic from the cardholder
data environment to the Internet such that
outbound traffic can only access IP addresses
within the DMZ.

The NETGEAR ProSecure UTM can be
configured to only allow outbound traffic from
the LAN zone going to IP addresses within the
DMZ.  

1.3.6 

Implement stateful inspection, also known as
dynamic packet filtering. (That is, only
”established” connections are allowed into the
network.)

The NETGEAR ProSecure UTM performs
stateful packet inspection.
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PPCCII  DDSSSS  RReeqquuiirreemmeenntt DDeettaaiillss NNEETTGGEEAARR  SSoolluuttiioonn

1.3.7 
Place the database in an internal network
zone, segregated from the DMZ

The NETGEAR ProSecure UTM features a
configurable DMZ where traffic to and from
the trusted network is restricted unless
otherwise specified in the firewall
configuration. The database can be placed in
the LAN zone, thus segregated from the DMZ.

1.3.8 

Implement IP masquerading to prevent
internal addresses from being translated and
revealed on the Internet, using RFC 1918
address space. Use network address
translation (NAT) technologies—for example,
port address translation (PAT).

Network Address Translation (NAT) and port
address translation (PAT) are standard
features of the NETGEAR ProSecure UTM.

RReeqquuiirreemmeenntt  22::  DDoo  NNoott  UUssee  VVeennddoorr--SSuupppplliieedd  DDeeffaauullttss  ffoorr  SSyysstteemm  PPaasssswwoorrddss  aanndd  OOtthheerr  SSeeccuurriittyy  PPaarraammeetteerrss

2.1

Always change vendor-supplied defaults
before installing a system on the network—for
example, include passwords, simple network
management protocol (SNMP) community
strings, and elimination of unnecessary
accounts.

The NETGEAR ProSecure UTM contains a
simple 10-step setup wizard where the
administrator can change the default admin
password before installing the UTM onto the
network.

2.2.2 

Disable all unnecessary and insecure services
and protocols (services and protocols not
directly needed to perform the devices’
specified function) 

The NETGEAR ProSecure UTM supports
firewall and content filter policies that can be
configured to provide detailed granular
control over which protocols, ports, and
content are allowed through the UTM.
Additionally, patent-pending Stream Scanning
technology, along with enterprise-class
anti-virus, anti-spyware, and intrusion
detection technologies keep your network safe
from threats that take advantage of services
and protocols that have been allowed by
policy.

2.2.3
Configure system security parameters to
prevent misuse

The NETGEAR ProSecure UTM supports
firewall and content filter policies that can be
configured to provide detailed granular
control over which protocols, ports, and
content are allowed through the UTM.

2.3 

Encrypt all non-console administrative access.
Use technologies such as SSH, VPN, or
SSL/TLS (transport layer security) for
web-based management and other
non-console administrative access. 

The NETGEAR ProSecure UTM supports
encrypted HTTPS Web-based management.

PPrrootteecctt  CCaarrddhhoollddeerr  DDaattaa

RReeqquuiirreemmeenntt  44::  EEnnccrryypptt  TTrraannssmmiissssiioonn  ooff  CCaarrddhhoollddeerr  DDaattaa  AAccrroossss  OOppeenn,,  PPuubblliicc  NNeettwwoorrkkss

4.1 

Use strong cryptography and security
protocols such as secure sockets layer (SSL) /
transport layer security (TLS) and Internet
protocol security (IPSec) to safeguard sensitive
cardholder data during transmission over
open, public networks. 

Examples of open, public networks that are in
scope of the PCI DSS are:

•The Internet

•Wireless technologies

•Global System for Mobile communications
(GSM)

•General Packet Radio Service (GPRS)

The NETGEAR ProSecure UTM support both
SSL and IPsec VPN connections for secure
data transmission over public networks.
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PPCCII  DDSSSS  RReeqquuiirreemmeenntt DDeettaaiillss NNEETTGGEEAARR  SSoolluuttiioonn

MMaaiinnttaaiinn  aa  VVuullnneerraabbiilliittyy  MMaannaaggeemmeenntt  PPrrooggrraamm

RReeqquuiirreemmeenntt  55::  UUssee  aanndd  RReegguullaarrllyy  UUppddaattee  AAnnttii--VViirruuss  SSooffttwwaarree  oorr  PPrrooggrraammss

5.1
Deploy anti-virus software on all systems
commonly affected by malicious software
(particularly personal computers and servers).

The NETGEAR ProSecure UTM features a
best-of-breed anti-virus/anti-malware scan
engine, which is an essential compliment to
the anti-virus software installed on individual
computers.

5.1.1 
Ensure that anti-virus programs are capable
of detecting, removing, and protecting against
all known types of malicious software.

The NETGEAR ProSecure UTM employs a
comprehensive, best-of-breed security
solution, including proactive, "zero-hour"
detection and patent-pending Stream
Scanning technology to proactively protect
business networks from over 13 million types
of viruses, worms, spyware, trojans, rootkits,
keyloggers, and other Internet-based threats.

5.2 
Ensure that all anti-virus mechanisms are
current, actively running, and capable of
generating audit logs. 

The NETGEAR ProSecure UTM signature
database is automatically updated around the
clock to meet the objectives of this
requirement. Malware detections are logged
by the UTM.

RReeqquuiirreemmeenntt  66::  DDeevveelloopp  aanndd  MMaaiinnttaaiinn  SSeeccuurree  SSyysstteemmss  aanndd  AApppplliiccaattiioonnss

6.1 

Ensure that all system components and
software have the latest vendor-supplied
security patches installed. Install critical
security patches within one month of release. 

The NETGEAR ProSecure UTM automatically
checks and downloads the latest firmware
version to the appliance. The administrator
can then install it from the Web-based
management interface.

6.2 

Establish a process to identify newly
discovered security vulnerabilities (for
example, subscribe to alert services freely
available on the Internet). Update
configuration standards as required by PCI
DSS Requirement 2.2 to address new
vulnerability issues. 

NETGEAR provides comprehensive online
resources for information on the latest threats
and vulnerabilities, updated around the clock
by NETGEAR security experts to keep you
continuously informed about threats as they
emerge.

6.6 

For public-facing web applications, address
new threats and vulnerabilities on an ongoing
basis and ensure these applications are
protected against known attacks by either of
the following methods:

•Reviewing public-facing web applications via
manual or automated application
vulnerability security assessment tools or
methods, at least annually and after any
changes

•Installing a web-application firewall in front
of public-facing web applications

The NETGEAR ProSecure UTM’s IPS, Web
anti-malware scanning, URL filtering
capabilities can be used in conjunction with its
firewall policies to protect public facing
web-applications/servers.
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PPCCII  DDSSSS  RReeqquuiirreemmeenntt DDeettaaiillss NNEETTGGEEAARR  SSoolluuttiioonn

IImmpplleemmeenntt  SSttrroonngg  AAcccceessss  CCoonnttrrooll  MMeeaassuurreess

RReeqquuiirreemmeenntt  88::  AAssssiiggnn  aa  UUnniiqquuee  IIDD  ttoo  EEaacchh  PPeerrssoonn  wwiitthh  CCoommppuutteerr  AAcccceessss

8.2 

In addition to assigning a unique ID, employ
at least one of the following methods to
authenticate all users: 

•Password or passphrase

•Two-factor authentication (for example,
token devices, smart cards, biometrics, or
public keys)

The NETGEAR ProSecure UTM supports
two-factor authentication. 

8.3 

Incorporate two-factor authentication for
remote access (network-level access
originating from outside the network) to the
network by employees, administrators, and
third parties. Use technologies such as remote
authentication and dial-in service (RADIUS);
terminal access controller access control
system (TACACS) with tokens; or VPN (based
on SSL/TLS or IPSEC) with individual
certificates. 

The NETGEAR ProSecure UTM supports
two-factor authentication, including WIKID,
Radius, LDAP, and individual VPN certificates.

8.4 
Render all passwords unreadable during
transmission and storage on all system
components using strong cryptography. 

All data and passwords used to communicate
with NETGEAR ProSecure UTM Web-based
management interface are SSL encrypted. All
file systems on the UTM are encrypted.

RReegguullaarrllyy  MMoonniittoorr  aanndd  TTeesstt  NNeettwwoorrkkss

RReeqquuiirreemmeenntt  1100::  TTrraacckk  aanndd  MMoonniittoorr  aallll  AAcccceessss  ttoo  NNeettwwoorrkk  RReessoouurrcceess  aanndd  CCaarrddhhoollddeerr  DDaattaa

10.1 

Establish a process for linking all access to
system components (especially access done
with administrative privileges such as root) to
each individual user. 

Actions performed by users in the UTM
Web-based management interface are logged
by the UTM.

10.2.1 
All individual user accesses to cardholder
data 

Actions performed by users in the UTM
Web-based management interface are logged
by the UTM.

10.2.2 
All actions taken by any individual with root or
administrative privileges 

10.2.3 Access to all audit trails 

10.2.4 Invalid logical access attempts 

10.2.5 
Use of identification and authentication
mechanisms 

10.2.6 Initialization of the audit logs 

10.2.7 Creation and deletion of system-level objects 
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PPCCII  DDSSSS  RReeqquuiirreemmeenntt DDeettaaiillss NNEETTGGEEAARR  SSoolluuttiioonn

10.3 
Record at least the following audit trail entries
for all system components for each event:

Actions performed by users in the UTM
Web-based management interface are
logged by the UTM.

10.3.1 User identification 

10.3.2 Type of event 

10.3.3 Date and time 

10.3.4 Success or failure indication 

10.3.5 Origination of event 

10.3.6 
Identity or name of affected data, system
component, or resource 

10.4 
Synchronize all critical system clocks and
times. 

The NETGEAR ProSecure UTM supports NTP
synchronization. 

10.6 

Review logs for all system components at least
daily. Log reviews must include those servers
that perform security functions like intrusion
detection system (IDS) and authentication,
authorization, and accounting protocol (AAA)
servers (for example, RADIUS). 

Note: Log harvesting, parsing, and alerting
tools may be used to achieve compliance with
Requirement 10.6.

The NETGEAR ProSecure UTM keeps the
following logs: Traffic, Malware, Spam,
Content Filter, Email Filter, System, Service,
IPS, Port Scan, IM, P2P, Firewall, IPsec VPN,
SSL VPN

RReeqquuiirreemmeenntt  1111::  RReegguullaarrllyy  TTeesstt  SSeeccuurriittyy  SSyysstteemmss  aanndd  PPrroocceesssseess

11.4 

Use network intrusion detection systems,
host-based intrusion detection systems, and
intrusion prevention systems to monitor all
network traffic and alert personnel to
suspected compromises.

Keep all intrusion detection and prevention
engines up-to-date. 

The Netgear ProSecure UTM’s network
intrusion prevention and detection system
utilizes a rule-driven language, which
combines the benefits of signature, protocol
and anomaly based inspection methods,
preventing hackers from penetrating the
network perimeter.

GGoo ii nn gg   BB ee yy oonn dd   PP CC II   CCoommpp ll ii aann cc ee

PCI compliance is an important start to securing the company's network.  However, it is important to note that in addition to being PCI compliant,
there are other important aspects of the network not covered by the PCI DSS. Business-critical company information and other network assets are
still at risk from hackers, malicious programs, and other Internet-based threats.  Security experts receive approximately 15 million unique
malware samples each year and new threat types and attack vectors are continuously emerging.  To effectively combat these continuously
emerging threats, IT managers must develop comprehensive security measures that include a robust firewall and a comprehensive suite of
Internet security solutions. 

As illustrated in the table above, the NETGEAR ProSecure UTM is a comprehensive security solution to help you achieve and maintain PCI
compliance.  Additionally, the ProSecure UTM provides additional security benefits to help you protect  your network from an array of
Internet-based threats.



NNEETTGGEEAARR®® PPrrooSSeeccuurree™™  GGaatteewwaayy  SSeeccuurriittyy  AApppplliiaannccee  SSoolluuttiioonnss

The ProSecure STM and UTM Gateway Security Appliances feature a proven firewall, SSL and IPsec VPN support, IPS, and enterprise-class content
security filters to prevent unauthorized access to system components inside the company network. 

The ProSecure STM and UTM Gateway Security Appliances feature patent pending Stream Scanning technology that is designed to scan data
streams as they enter the network. With Stream Scanning technology, the NETGEAR STM and UTM are able to process large amounts of data in
real-time, using a single scan to identify spam, malware, security breaches, or unnecessary applications. This ensures that users on the network
receive their email and Web content clean and without delay.

The ProSecure STM and UTM Gateway Security Appliances offer straight forward installation and maintenance. The STM is a transparent bridge
that seamlessly integrates into existing network architectures. The UTM is an all-in-one network security solution that replaces any existing firewall
or router. Each solution comes equipped with all the security software needed for your business with no per user licenses required.
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